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Client app management

Client app management (previously known as the Global App Configuration Service), is a cloud
service designed to provide a single, centralized place for administrators to manage the settings of

various Citrix client applications.

This service allows administrators to define and distribute configurations for a specific Store URL.

It's designed to be highly flexible and work across various environments:
* Deployment Types

o Cloud (Citrix Workspace)

o On-premises (Citrix StoreFront)
» Device Types

o Managed

o Unmanaged (Bring Your Own Device)
e Operating Systems

o Windows, macOS, HTML5, ChromeQOS, Android, iOS, and Linux.
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B clientappmanagement > Stores
= Stores
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Collapse &

Supported client applications

You can manage settings for the following Citrix applications:

» Citrix Workspace app

« Citrix Enterprise Browser

Key benefits of Client app management

Client app management offers a robust set of features to streamline administration.

Centralized configuration

» Manage multiple URLs: Onboard and manage multiple StoreFront, gateway, or workspace

URLs from a single cloud tenant.

» Granular control: For each URL, you can manage specific settings for the Citrix Workspace

app, and Citrix Enterprise Browser.

» Configuration profiles: Create specific configuration profiles for each URL. These profiles

allow you to apply different settings based on contextual policies, such as:

o User groups
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o Device Posture service rules

o Network Location service rules

Simplified rollouts and management

» Test and production channels: Easily switch between a test channel and a production

channel for each store URL, allowing you to validate changes before a full rollout.

» Detailed settings view: Access a detailed view for each setting that includes descriptions,

supported client versions, dependencies on other settings, and default behaviors.

» Smart categorization: Settings are highlighted as "recommended," "new," or "legacy" to guide

administrators.

» Powerful search and filtering: Quickly find specific settings or profiles by filtering based on:

o Platform (for example, Windows, macQOS, and so on)
o Category of settings

> Description of a setting
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What's new in Client app management

The following sections list the new features in current and earlier releases for the Client app

management.

Jan 29, 2026

Support for hybrid launch enabled via Citrix web extension
Starting with version 2511, Citrix Workspace™ app for Windows and Mac enables its management

for hybrid launches using Citrix web extension.

Citrix web extension establishes a secure and reliable connection between Citrix Workspace™
web client and locally installed Citrix Workspace app. It streamlines the opening of apps and
desktops from the web client to the native app, which uses the HDX™ protocol. When you access
the web client and open any apps or desktops after installing this extension on your browser, the

extension opens the app or desktop from your native Citrix Workspace app.

To learn more about the feature, see Manage settings for hybrid launch.

Dec 9, 2025

Support for Citrix Secure Access client

You can update and manage the Citrix Secure Access client configurations for end users using the

Client app management. To learn more, check Citrix Secure Access.

Nov 24, 2025

Global App Configuration Service (GACS) is now Client app management
You can find Client app management in the waffle menu of Citrix Cloud. The revamped experience
includes these highlights:

 Better representation of client apps, stores, and profiles.

» Collapsible layout that improves navigation and provides a wider view.
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» Up-front information about supported platforms for each setting.

» Better descriptions, clearer configuration status, applicable client versions, and callouts for new,

recommended, and legacy settings

For more information, see Client app management.

Support for Device Posture and Network Location Service rules in Profiles
for Workspace URLSs

Beyond user groups, Profiles now support granular setting configuration using existing Device
Posture Service rules and Network Location Service tags. This feature applies to Workspace
URLs.

For more information, see Create a profile.

Profile support for Citrix Workspace app Version Control, plug-ins, and
other settings

Profiles now support user group, device posture, and network location contexts for Citrix
Workspace app settings, including version control, plug-in management, and other configuration

options.

Aug 06, 2025

Client app management supports hybrid launch

Starting with version 2503, Citrix Workspace™ app for Windows and Mac enables its management

via Client app management for hybrid launch.

In a hybrid launch scenario, a user accesses their Citrix resources through a web browser. Upon
selecting an app or desktop within the browser interface, the Citrix StoreFront™ server generates
an ICA file containing specific instructions for opening that resource. The native Citrix Workspace
app reads the ICA file's contents and initiates the connection to the remote application or desktop.
With support for hybrid launch, Client app management now allows you to provide a consistent
experience for your users, regardless of whether they access the store through the native app or a

browser.

To learn more about the feature, see Manage settings for hybrid launch.
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July 08, 2025

Configure settings for custom domain

The Client app management allows you to assign settings to both custom domains and the
cloud.com domain. Administrators can configure a custom domain for their default Workspace

URL, and the settings applied to that Workspace URL extends to the linked custom domain.

For more information, see Configure settings for custom domain.

May 09, 2025

ControlUp's RemoteDX Plug-in Management

ControlUp's RemoteDX is a monitoring and troubleshooting solution designed to improve the end-
user experience for remote workers. The key features include Endpoint Monitoring, Network
Insights, Session Visibility, and Proactive Alerts. With Client app management, you can manage

the ControlUp's RemoteDX Plug-in manager.

For more information, see ControlUp's RemoteDX Plug-in Management.

Apr 03, 2025

Client app management supports hybrid launch (Technical Preview)

Starting with version 2503, Citrix Workspace app for Windows and Mac enables its management

via Client app management for hybrid launch.

In a hybrid launch scenario, a user accesses their Citrix resources through a web browser. Upon
selecting an app or desktop within the browser interface, the Citrix StoreFront server generates an
ICA® file containing specific instructions for opening that resource. The native Citrix Workspace
app reads the ICAfile's contents and initiates the connection to the remote application or desktop.
With support for hybrid launch, Client app management now allows you to provide a consistent
experience for your users, regardless of whether they access the store through the native app or a

browser.

To learn more about the feature, see Manage settings for hybrid launch.
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Dec 20, 2024

Configuration profile feature is available for on-premises store users

The configuration profiles feature in Client app management allows the administrators to configure
settings for user groups. This feature is now available for on-premises stores as well. For more
information on compatible Citrix Workspace app versions that support this feature, see Verify Citrix

Workspace app version.

For more information, see Manage settings for user group using configuration profiles.

Dec 12, 2024

Define timeframe for automatic update

Administrators can now schedule automatic updates for Citrix products at any preferred time on
their Mac devices. During this specified time, software updates automatically or users receive

notifications on available updates.

For more information, see Automatic update timeframe.

Manage automatic update version and rollout period for Citrix Workspace
app
Administrators can schedule convenient date ranges during which an automatic update of Citrix

Workspace app should roll out to their end users. This capability allows them to determine the

rollout dates, minimizing disruption to end users and improving the user experience.

For more information, see Citrix Workspace app version.

Automatic update management settings supports configuration profiles

The automatic update management settings such as Automatic update timeframe and Citrix

Workspace app version are applicable for different user groups through configuration profiles.

For more information, see Automatic update management settings supports configuration profiles.
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Oct 09, 2024

Configuration profile feature is available on Linux and Android for cloud
store users

The configuration profiles feature in Client app management allows the administrators to configure
settings for user groups. Starting with the release of Citrix Workspace app version 2408 for Linux

and version 24.9.0 for Android, this feature is available on Linux and Android for cloud store users.

For more information, see Release note: Citrix Workspace app for Linux and Release note: Citrix

Workspace app for Android

Learn more about the feature in Manage settings for user group using configuration profile.

Sep 24, 2024

Configuration profile feature is available on iOS for cloud store users

The configuration profiles feature in Client app management allows the administrators to configure
settings for user groups. Starting with the release of Citrix Workspace app version 24.9.0 for iOS,

this feature is available on iOS for cloud store users.
For more information, see Release note: Citrix Workspace app for iOS

Learn more about the feature in Manage settings for user group using configuration profile.

Jul 02, 2024

Plug-in Manager is available for Microsoft Teams

Starting with Citrix Workspace app for Windows version 2405, administrators can now optimize the
audio and video for calls and meetings using the Microsoft Teams VDI plug-in manager. This
enhancement provides improved performance and user experience during virtual meetings. The
installation and configuration of the Microsoft Teams VDI plug-in manager can be managed
through the Client app management. This Plug-in Manager, in turn, installs and manages the

Microsoft Teams Optimization plug-in (VDI 2.0 or Slimcore engine) on the end-user’s device.

For more information, see Microsoft Teams VDI Plug-in Management.
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Jun 04, 2024

Clone settings across stores, channels, and configuration profiles

Administrators can now clone settings across stores, channels, and configuration profiles through
Client app management using a new feature called Clone Settings. This feature allows you to
duplicate existing settings instead of going through the entire configuration process again.
Consequently, it saves a lot of time and effort, resulting in better productivity and streamlined

workflows.

For more information on configuring this feature, see Clone settings across stores, channels, and

configuration profiles.

May 29, 2024

Applying Client app management settings on first-time use of Citrix
Workspace app for HTML5

Starting with Citrix Workspace app for HTML5 version 2404.1 and later, Client app management
settings are applied when end users start a Workspace session for the first time. End users might

also be prompted to restart their session to ensure compliance.

For more information, see Citrix Workspace app for HTML5 product documentation.

May 07, 2024

Manage settings for user groups using configuration profile (Preview)

With the release of Citrix Workspace app version 2402 for Mac and Windows, you now can
manage settings for user groups using Configuration profile in Client app management. A
configuration profile is used to identify a collection of user groups. It allows you to manage settings
for user groups rather than applying them to all users accessing the store. To do so, you can create
a configuration profile and add the desired user groups to it. You can then choose the configuration

profile, assign settings, and publish them to apply specific experiences to different user groups..

For more information on configuring settings for configuration profile , see Manage settings for user

group using configuration profile.
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This feature is currently applicable for cloud stores on the Windows and Mac platforms. The

support for other platforms will soon be available.

Apr 11, 2024

Improvements in Client app management

With the release of Citrix Workspace app version 2402 for Windows and Mac, we have enhanced

Client app management in the following areas:

Settings are secured with user authentication

Client app management now serves settings in two stages. Citrix Workspace app initially fetches
certain settings that need to be applied before user authentication, and the rest of the settings are

applied after the successful authentication.

This capability paves the way for an upcoming Client app management feature that gives you the

ability to configure settings for a user based on the user group to which that user belongs.

The authenticated Client app management is currently available only for Workspace stores.

The support for StoreFront stores will soon be available.

Discovery improvements

Citrix Workspace app now has the improved ability to discover and configure settings for various
user inputs. Users can now start using the app with either an email address, domain name or store
URL. Based on the user input, Client app management discovers the associated store URLs and

adds all of them.

Previously, when you map multiple store URLs to a domain and configure Client app management
settings for more than one of the store URLS, users were unable to add any store to Citrix
Workspace app because it discovers multiple stores. However, starting with the 2402 release, this

limitation is removed.
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NOTE:

Starting with Citrix workspace app for Windows 2402 and Mac 2402, you can add more than

one Client app management-enabled store. The store that you add first takes the precedence
in assigning value to the settings, and subsequent stores inherit the behavior determined by
the first store. In the upcoming release, we're introducing a setting for administrators that
allows you to manage whether a store can be added to Citrix Workspace app as a single
store or as part of multiple stores. In the meantime, if you wish to enable this setting, contact

Citrix Support.

Full StoreFront URL support

Client app management has the added flexibility to configure different settings for StoreFront URLs
with a common FQDN. Let’s take the examples of the stores https://mywork.acme.com/
Citrix/StoreFTE and https://mywork.acme.com/Citrix/StorePartner . Previously, you
could configure settings only at https://mywork.acme.com (FQDN) level, which didn’t provide
the flexibility to configure different settings for each of the stores: StoreFTE and

StorePartner .

Mar 18, 2024

Additional settings for Citrix Enterprise Browser™

Client app management has new settings to configure Citrix Enterprise Browser that allow you to

manage the following actions:

Autofill suggestions for the addresses
 Autofill suggestions for credit card information
e Launch an external application without prompting the user

 Display the security warnings when potentially dangerous command-line flags are used to

launch the browser.
* Manage the default cookie setting
» Manage the default pop-up setting
* Install the extensions, apps, and themes to the browser
» Suppress the warnings for any suspected lookalike domains in the browser

» Allows the websites to check saved payment methods
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Manage the saving of the browser history

Manage the search suggestion in the browser’s address bar
» Export a bookmark
» Create an ephemeral profile when users sign in to the Enterprise Browser

For more information about the settings, see Manage Citrix Enterprise Browser through Client app

management in the Citrix Enterprise Browser product documentation.

Jan 18, 2024

Manage plug-ins using Client app management

The Client app management provides a centralized platform that helps you configure installation
and update settings for plug-ins. You can distribute plug-in settings across both managed and
unmanaged devices. To configure plug-in settings, navigate to the Updates and Plug-ins category
under Workspace Configuration > App Configuration on the cloud portal. For more information,

see Plug-in management.

= cifnx 2 @ v
|Home > Workspace Confij > App Configt > URLC .l
Workspace URL Production v

< View configured changes

Search Configuration Settings Q O Android [ chrome0s O HMs 0 ios (O Mac () Windows

i Auto Update Architecture
e s 1Configured, 0 Unsaved V'

Allows admin way to configure which architecture of build should user upgrade using Auto Update.
Enterprise Browser

> App Experience

Auto Update Check
1Configured, 0 Unsaved V'
> Security and Authentication Specifies if the update check must be manual or automatic.
> Session Experience
Auto Update Defer Count 10 aved
> HDX and Multimedia 0 Configured, 0 Unsaved v

Specifies the number of times that user can defer the natifications for the release updates.
> Accessories

Auto Update Rollout Priority
Reset all to default 0 Configured, 0 Unsaved Vv

Controls when the app must be updated on the client device.

Auto Update To LTSR Only

0 Configured, 0 Unsaved

Enables Auto update for Workspace App LTSR

You can configure the following plug-ins:

Citrix Endpoint Analysis Plug-in

Citrix Secure Access Agent

Webex VDI AutoUpgrade Plug-in

Zoom VDI Plug-in Management
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Nov 21, 2023

Manage Citrix Workspace app version

As an admin, you can now manage auto-update or version settings for Citrix Workspace app from
a centralized platform. You can customize your settings for both CR (Current Release) and LTSR
(Long Term Service Release) versions. You can set up a rule that updates your end users
automatically to the latest version, whenever a new version is available. If you do not want to
update to the latest version, you can also specify a preferred version that the end users must

update to for optimal results.

The Citrix Workspace App Version setting can be customized for Windows and Mac platforms

from the Updates and Plug-Ins section. For more information, see Manage Citrix Workspace app

versions.

Manage settings for Windows

Citrix Workspace app version

Current configured version
2391104

@ Use default settings
Automatically update tolatest in version at the beginning of delivery period.
Automatically update to the latest version
Latest version: 2391104

Update type

Current Release (CR) v l

Maximum allowed version

‘ 2391104 v ‘

Delay group
Set the preference when the update s rolled out to the end users.
O Fast

Available updates are rolled out to the users at the beginning of delivery period
@ Medium

Available updates are rolled out to the users at mid-delivery period
O slow

Available updates are rolled out to the users at the end of delivery period

Oct 30, 2023

Configure settings for on-premises stores

You can now use the Client app management Ul to configure settings for on-premises stores. Sign
in to your Citrix Cloud™ account and navigate to Workspace Configuration > App Configuration

to get started.

If you don't have a Citrix Cloud account yet, go to the Citrix Onboarding page to create one.
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Before proceeding, verify that you've established a claim to your StoreFront URL. If you've claimed

your StoreFront URL, see the Configure settings section for more information.

|
If you haven't claimed your StoreFront URL yet, you can claim it. For that, click Claim URL under

the App Configuration section to claim your URL. For more information, see Get started with

configuration.

Homa » ‘Weorkepacs Configuration » App Configuration

Workspace Configuration

re—

About App Configuration
Contralize your cliont app managenent acrass ol platlorma and endpsints for managed ard unmanages divices. Configure, tost, and roll sut end-user settings to.on-premises and cleud stores fram ane lecation.
e o

Gt started
& =
omg =
Configure settings for on-premises stores Configure sattings for cloud stores
Claim a StoreFront URL toconfigure settings for on-premises stores. Refresh this page once the Croate & Woekspace URL 1o configure settings for cloud stores. Refresh this page once the
StoreFrent URL isclaimed. Loaon More Workspaos UAL is created. Learn Morg

Sep 28, 2023

Simplified settings categorization for easy navigation

The Client app management Ul has been enhanced to deliver a user-friendly categorization of
settings. The settings have been categorized based on end-user workflows and topics, comprising
seven primary folders and multiple subfolders. This clutter-free organization makes it easier for

admins to navigate among 300+ settings.
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cifrix

> URLC

Home > Workspace Confij > AppC:

Workspace URL Production

@ View configured changes

Search Confi

ion Settings

Updates and Plug-ins
Enterprise Browser

> App Experience

v Security and Authentication
App Protection

Authentication

Q (O Android (O chromeos () HTMLS O ios

Security and Authentication > App Protection

Anti Key Logging

Enables that ts keyloggers keystrokes.

Anti Screen Capture

Enables anti-screen capture that prevents users from taking: hots and sharing and Ul screens.

Anti-DLL Injection

Protects the Citrix Workspace app libraries (DLL) or- If such untrusted

Security Preferences

> Session Experience

> HDX and Multimedia

> Accessories

Resetall to default

modules are injected, the Citrix Workspace app detects these interventions and stops the modules from loadins.

DLL Injection Exception List

Allows including specific DLL as exceptions o the anti-DLL injection control. We recommend to use this with care while fully
the impl f the DLL added as

Local App Protection

O Mac (O Windows

d,0Unsaved Vv

0 Configured, 0 Unsaved V'

0 Configured, 0 Unsaved

0 Configured, 0 Unsaved v/

Jul 28, 2023

View summary of configured settings

Admins can now view a summary of the current configuration by clicking the View configured

settings button. This eliminates the need to expand and review each setting separately. A

consolidated list of all the configured settings allows admins to perform a comprehensive review of

the current configuration and gauge the user impact.

cifrix
Home > Workspace Ce > App > URL C
Workspace URL Production v

22 Manage configuration profiles  Preview

Search Configurati

(D) ctone Settings

Q O Android O Chrome0s O HMLS 0 ios

Security and Authentication > App Protection

Updates and Plug-ins

> App Experience

v Security and Authentication

App Protection

Authentication

Security Preferences

> Session Experience

> HDX and Multimedia

> Enterprise Browser

> Accessories

Resetall to default

A\ Youave saved drafts that are notyet published in Production. You may continue editing or publish now to apply changes

to Workspace for your end users

AntiKey Logging

Enables anti- that from capturi ki

Mac Enabled Unsaved

Windows Enabled Unsaved

Anti Screen Capture

Enables that from taking nd Ul screens

Anti-DLL Injection

Protects the Citrix Workspace app from certain unauthorised dynamic-link libraries (DLL) or untrusted modules. If such untrusted modules are injected. the Citrix
W " ading

Review 2 unsaved seting(s) m

& submit Feedback

0O Mec O Windows

0 Configured, 2 Unsaved

0 Configured, 0 Uns

0 Configured, 0 Un:

~
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Jun 07, 2023

Review unsaved changes

With this enhancement, admins can perform a final review of their unsaved changes before
publishing the configuration. The number of unsaved settings is displayed on the Ul and admins

can access this list by clicking the Review unsaved setting(s) option. This enables admins to

make informed changes and maintain data accuracy.

Home > > > URL

Workspace URL Production v

(storewide v ) R profiles Preview <O View configured changes |[) Clone Settings S SubmitFoadback
‘ Search Configuration Settings Q O Android O Chrome0s O HTMLS O ios O Mac O Windows

Security and Authentication > App Protection
Undates and Plug-ins
AntiKey Logging
0 Configured, 2 Unsaved A
> App Experience

Enables.
~ Security and Authentication
App Protection
Mac Enabled Unsaved
Authentication
Security Preferences
Windows Enabled Unsaved

> Session Experience

> HDX and Multimedia

> Enterprise Browser

> Accessories

Anti Screen Capture
0 Configured, 0 Unsaved \/'

Resetall to default Enables from screens.

Anti-DLL Injection

0 Configured, 0 Unsaved v/
Protects the Citrix LU or the Citrix
Worksnace an dsfects thass inferventions and stons the modillss from laadine:

YYou have saved drafts that are not yet published in Production. You may continue editing or publish now to apply changes -
A e o et et e Review 2 unsaved setting(s) Discard Publish Drafts

Admins can also navigate to an unsaved setting by clicking the arrow.

Review unsaved settings X

You've configured the following 2 setting(s):

Previous Settings Current
@  AntiKey Logging > Windows >
NotSet Enabled
@  AntiScreen Capture > Mac N
et Enabled
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Enhanced user interface
Admins can now view the status of each setting without expanding it. The following tags are now
displayed to facilitate informed decision making at every step.
e Configured: Displays the number of platforms (client OS) for which the setting has already
been configured.

» Unsaved: Displays the number of settings that are configured but not yet saved

= | cilnx ¥ o v
Home > Workspace Ce > App > URL Ce
Workspace URL Production v
82, Manage configuration profiles Preview <@ View configured changes  [) Clone Settings & Submit Feedback
‘ Search Configuration Settings Q O Android O Chromeos O Hms 0O os O Mec O Windows

Security and Authentication > App Protection
Updates and Plug-ins
AntiKey Logging

> App Experience

Enables
~ Security and Authentication

App Protection

Mac Enabled Unsaved
Authentication
Security Preferences

Windows Enabled Unsaved

> Session Experience

> HDX and Multimedia

> Enterprise Browser

> Accessories
Anti Screen Capture

Reset all to default Enables that from

Anti-DLL Injection

0 Configured, 0 Unsaved

Pratects the it Wo utharised dynamic-ink braries (LU or untrusted modles I such untrusted modulesare njected. the Citrix
Worksnace ann detec s the modulas from loadine

You have saved drafts that are not yet published in Production. You may continue editing or publish now to apply changes § ;
A to Workspace for your end users Review 2 unsaved setting(s) Discard

May 23, 2023

Enhanced search capabilities

With this enhancement, the search experience has been enhanced to provide a robust and
seamless experience. Admins can now sign in to the cloud portal and locate the required settings

on the App Configuration page with ease. They can use the following search methods.

» Search using setting description Admins can also locate settings by entering keywords
found within the setting's description. This allows for a more flexible search approach, utilizing

relevant terms associated with the desired setting.

» Search using API setting nhame Admins have the option to search for settings by entering the
corresponding API setting name. This method allows for a more precise and targeted search,

enabling users to quickly find the specific setting they require.
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View applicable platforms for each setting

Each setting now dynamically displays only those platforms to which it is relevant and applicable.
This intelligent filtering ensures that users are presented with a concise and tailored list of options,

eliminating unnecessary clutter and confusion.

| e - 2
= | cilnx 2 o v
Home > Workspace Ce > App > URL C
Workspace URL Production v

QR Manage configuration profiles Preview <@ View configured changes | Clone Settings

& Submit Feedback

‘ Search Configuration Settings Q O Android O Chromeos O HMS 0 ios 0O Mec O Windows

Security and Authentication > App Protection
Updates and Plug-ins
AntiKey Logging

0 Configured, 2 Unsaved A
> App Experience

Enables

+ Security and Authentication

App Protection

Mac Enabled Unsaved

Authentication

Security Preferences

Windows Enabled Unsaved

> Session Experience

> HDX and Multimedia

> Enterprise Browser

> Accessories
Anti Screen Capture
0 Configured, 0 Unsaved

Resetall to default Enables that from taking screens

Anti-DLL Injection

0 Configured, 0 Unsaved v/
Protects the Citrix Workspace app from certain unauthorises
Warkanace ann detects thass interuentions an fans the m

You have saved drafts that are not yet published in Production. You may continue editing or publish now to apply changes , . .
Ay Workspace for your end users Review 2 unsaved setting(s) Discard Publish Drafts

ries (DLL) or untrusted modules. If such untrusted modules are injected. the Citrix
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Onboard Client app management

To get started with Client app management, verify that you have access to a Citrix Cloud account.
If not, you can create an account from https://onboarding.cloud.com/. For more information, refer to

Sign up for Citrix Cloud.

Create a Citrix Cloud account

Create a Citrix Cloud account with your existing Citrix account credentials, or sign up for a Citrix account to get started. If your
crganization already has a Citrix Cloud account, please contact your Citrix administrator to add you to the account.

Sign up

Caill or chat with a customer service representative to
sign up for a Citrix account.

{%, Contact customer service

IMPORTANT:

The following addresses must be contactable from the client for the functioning of email-

based discovery and Client app management:

o https://discovery.cem.cloud.us

» https://gacs-discovery.cloud.com

» https://gacs-config.cloud.com
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Workspace

You can sign in to your Citrix Cloud account and access Client app management from the main

menu. Before proceeding, verify if you have the following permissions:
» Workspace subscription: The Workspace subscription is required to create a Workspace
URL. If you don't have a subscription, you can't add and configure cloud stores.

» Workspace URL: If you have a Workspace subscription but haven’t added your URL yet, you
must set up the store to get started.

. e Adam Mi
Client app management A @ st ‘ul.r!r.r..-.

B clientsop management » Stores

Stores

Deliver configured settings through a store URL to manage the client app experience for end users on all device types and across platforms. Create profiles to publish settings
baged on a collection of rules, such as user groups, device pasture scans, or network locations.

Workspace StoreFront

Profiles @

&

g NS

Unlock the capabilities of Workspace

It Laoks like vou dea't have Citrix
Workspace, Please contact your Citrix
sales rapresentative to leam more about
Citrix Workspace solutions for your
organization.

What is Workspace?

o

Add a new store URL or finish setting up a store you've already added.

» If you have a Workspace URL already configured, you see the list of cloud store URLSs. This

means that you are good to get started with the configuration.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 27




Client app management

Client app management (8] '\.'

H] GClient app management

Stores

Deliver configured settings through & store URL to manage the client app experience for end users on all device types and acroas platforma. Create profiles to publish settings

besed on a collection of rules, such &s user groups, device posture scans, or network locations.
Cloud StoreFront  StoreFront

0 Profiles @ hitps:/inets.cloud.com

cloudl.cloud.com o -
Custom.company.c.

Priority  Adminusers [[1 74 &2
1 custom profiles 100 T

s &1 chumcriptivn Last edited lan 28, 2028, 084501 UTE

hitps://nuggests.c.. @& ...

Priorlty | Testusers 1 %4 2 @0 &=20 B=0
200 | Thisisadescription Last adited lan 20, 2025, 05:45:01 UTC

1 custom profiles
httpss/knicks.clo... @ ... R Lo @0 &z20 Bz
Allusers @ Last edited lan 28, 2025, 05:45:01 UTC

Create profile

https:iinets.cloud.... @ ...

2 custom profiles

Configure settings for custom domains

You can apply the Client app management settings to custom domain URLS in addition to
cloud.com domain URLSs. After you enable this mapping in the Ul, any user accessing the store
through a custom domain receives settings configured for the corresponding cloud.com based

store.

For more information about custom domains, see Configure a custom domain.

Workflow to enable settings for custom domain

To enable Client app management settings for custom domains, perform the following:

1. Navigate to Client app management > Stores > Workspace.
2. Locate the three dots next to each Workspace URL.

3. Click Refresh custom domain, if a custom domain is configured for the Workspace URL.
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Workspace StoreFront
c Profiles @ https:// com
Create profile Edit priority
https: .com ® -
warkspace, Priority Enterprise Admins g =1 @0 @7 @0
1000 Admin specific settings Last edited Apr 15, 2024, 08:41:58 PM UTC
Refresh custom domain
Manage Store URL ]
Priority  Doctors [0 &1 @0 @3 @0
2000 Doctor specific settings Last edited Apr 15, 2024, 08:41:43 PM UTC
1 profile
Priofity  Contractors 1o 2.1 @0 @0 @0
https://z .com 9 - 3000 aPusers Last edited Sep 10, 2025, 08:14:02 AM UTC
1 profile
Default
All users @18 @2

The system fetches and populates the mapping between your custom domain and the cloud.com

URL in the column.

Points to remember

For settings to take effect on custom domains:

1. Settings might take up to 24 hours to apply for already logged-in users on the Citrix

Workspace™ app.

2. Wait for 30 minutes after mapping the custom domain to the cloud.com URL in Client app

management.

Compatibility

The following Citrix Workspace app versions support this feature:
Windows: Version 2503.10 or later

macOS: Version 2503 or later

StoreFront

You need to verify the ownership of your Store URL to get started with Client app management.

1. Navigate to Client app management > Stores > StoreFront.

2. If you don't have any StoreFront URL claimed, you are presented with the following screen:
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Client app managemeant al ®

B Clicnt aps managemant 3 Stares

Stores

Deliver configured settings through & store URL to manage tha client app experience for end users on all device types and across platforms. Create profiles to publish settings
based an a collection of rules, such as user groups, device posture scans, of netwerk locations.

Warkspace StoreFront

i

i

Profiles @

Mo StoreFront stores
exist
Add your StareFront or
gateway URLS to configure

settings for on-premises
stores, Leam mare

Audd store URL

Add anaw store URL or finish satting up a store you've already added.

You can claim the URLSs for the following store access mechanism:

» Gateway URL (Recommended) - Using Gateway URL is the preferred method for claiming a
store's URL. It acts as a single point of entry, simplifying access for users and providing a

consistent experience.

* Internal StoreFront URL - Used for internal access, this URL is typically for employees or

administrators within a private network.

* Custom Web store - Custom Web store URL must be claimed if a customer has a highly

customized StoreFront store.

Claim a gateway URL for StoreFront stores

To claim a Gateway URL:

1. Sign in to Citrix Cloud.
2. From the main menu, navigate to Client app management > Stores.
3. Click StoreFront > Claim URL.

4. Select Add a NetScaler Gateway URL.
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Claim StoreFront URL 4

Numbser of sdditional URLs yeu can claim: &

Select what type of URL you want to claim:

@ Adda NetScaler Gateway URL

A ore Sacrefront URL using B et Scale your

O Add an internal StoreFront URL

Wy WAL antar s S KD s B LB TRt o it 10 CLA, W Wi ezl vty LI, mmar g,

Enter the URL you want to claim

Retpn ensempln compary com

o

5. Enter the URL in the given text field and click Claim. The URL is added, and it is in the
'Verification not started' state.

6. To verify the URL, select the URL and click Verify URL.

Workspace StoreFront

Claim URL c Profiles @ https:// .com
Create profile dit priority
https:/S.com Default
- Allusers ®0 @0
\J‘arif,r URL The default configured settings for users who don’t belong to a profile is "All

ugers.' The "All users' profile has the lowest priority and cannot be edited,
Delete

7. The Verify URL screen contains the steps that guide you to create and configure a responder
action and responder policy within your NetScaler.
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Verify URL »

Before you claim your URL, we must verify that you own it, Follow the steps below to verify and claim the URL.
o Tokens below expiring in 7 days.

1. Log on to MetScaler Gateway and configure a responder action using the GUI. Select Respond with as
the action type and configure the expression with the following token:

"HTTPR.0 200 OK" + "wrnhein”™ + " urlClaim\ "\ "GwUQO00QhScbuBG ZavLi

2. Configure a responder policy for the action. Select the action created in Step 1 Action, select NOOP as
the Undefined-Result action, and then configure the Expression with the following token;

Token HTTRREQURL.PATH.EQ("/vpn/CitrixClaims”)

3. Bind the responder policy globally.

a. Bind your responder policy globally.

b. Goto https://<customergatewayurl>/vpn/CitrixClaims to verify if your responder

policy is configured correctly.

c. Navigate back to Workspace configuration > App configuration, and locate the URL that

you added.
d. Select the URL and click Verify URL.

e. Click Verify URL to start the verification process.

The URL verification process is initiated once you click Verify URL and takes approximately

15 minutes to complete.

To claim an internal StoreFront URL

If your store cannot be accessed over the internet or through a public gateway URL, you might
request for an exception with your store details. You can raise a support ticket with Citrix if

necessary.
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To claim a custom webstore URL

Citrix Workspace app supports custom web stores that allow end user to connect to stores that are

customized based on their company themes.

If you want to configure settings against a custom web store URL, you can claim the URL via a

direct request using the Client app management APl endpoints. Learn more here.

Test channel configuration

You can test your configuration before enabling it for the end users. It helps you detect and resolve

any issues that might arise post deployment. The testing capability significantly reduces the

likelihood of disruptions or errors during the deployment process and increases overall user

satisfaction.

To test your configuration:

1. Go to the cloud portal and sign in with your Citrix Cloud credentials.

2. Navigate to Client app management > Stores.

3. From the list of configured store URLS, select the store for which you want to map settings and

then click Configure.

4. Click the drop-down list option and select Test Channel. It is set to Production by default.

H]  cosent sppmanagement + Citrix Workspace app

e

Prafie Chasnal
Allusers Production ~

o hitps £om s
Linked to testwerkspace gacssticloud not
Channels
All settings (409)  Configured settings (18) Production
Test Chanmel
Q, search senings Filterby:  Show all

Coltapse o | Name &

Abeut option in toolbar @

All categories
Updates and plug-ins Adaptive sudio O
+ HDX and multimedia
Adagtive transport

ACCOssonies

Security and authentication
Session experience

App experience

Add shorteuts 16 Launchpad  Recommended
Advanced vidos coding grophees (0

Aliow file download fram VDA O

When enabled. the About cpticn is shown in the sess...

When enabled, the audio settings for your emvironme. .

When enabled. Enlightencd Data Transport (EDThis u...
When enabléd, allow users 16 584 faverited apps and_.

Wihen anabled, sesskn graphecs sre improvid with H_.

Wh sled. fil be dome

from the VDA

Supported platierms.
@u
@ o
- @
L
e
@ o

5. Modify the settings for your preferred platforms as per your requirement.

6. You can then click Publish Drafts to publish your settings in the test channel.

Client app management supports only two channels per store, one production (default) and

one test channel.
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Configure channel support on end-user devices

Windows

To test the configuration defined by admins on a Windows device, users need to create the

following registry:

Path - HKEY_CURRENT_USER\SOFTWARE\Citrix\Receiver
Name - AppConfigChannelName

Type - REG_SZ

Value - testrolloutchannell

macOS

To test the configuration defined by the admin on a macOS device, users need to perform the

following steps:

1. Set the name of the Client app management test channel using the following command:

defaults write com.citrix.receiver.nomas GACSChannelName
testrolloutchannell

2. Restart the Citrix Workspace™ Helper, using the following commands:

launchctl unload /Library/LaunchAgents/com.citrix.ReceiverHelper.plist

launchctl load /Library/LaunchAgents/com.citrix.ReceiverHelper.plist

After the device restarts, the configuration for the test channel is fetched automatically.
iI0S
To test the configuration defined by the admin on an iOS device, proceed as follows:

1. Signin to the Citrix Workspace App.
2. Go to Settings > Advanced > App configuration.

3. Select the test channel.

You can now test the configuration defined by the admin.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 34



Client app management

5:20 - @
< Advanced
Default v

Test Channel

Settings

Android

To test the configuration defined by the admin on an Android device, proceed as follows:

1. Signin to Citrix Workspace app.
2. Go to Settings > Advanced > App Configuration.

3. Select the test channel.

You can now test the configuration defined by the admin.
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App configuration

® Default

()  Test channel

CAMCEL
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Manage settings for a store URL

The following section explains how to configure settings for a store URL across Citrix client

applications.

How to configure settings

To configure settings:

1. Signin the Citrix Cloud portal and navigate to Client app management.
2. From the list of configured store URLS, select the store for which you want to map settings.

3. Click three dots next to the store URL and choose the client app for which you want to

configure the settings.

i cilnx

Stores

Deliver configured settings through a store URL to manage the client app experience for end users on all device types and across platforms. Create profiles 1o publish settings based on a collection of rules. such as user groups, device posture scans, of
network locations.

Workspace StoreFront
Profiles @ hitps

Creats profils Edit priority

e - Frocty  Enterprise Admins [0 1 @0 @8 &0

et 1000
4preties
Configura settings
o o P 'zo'oé Datlnr:l 0 .\ 30 @ Citrix Workspace app
" & Citrix Enterprise Browser
Priseity Contractors 0s1@0 e
) 3000 3
hitps/ eom b e
protee
Detautt

All users ) B2 &2

4. Modify the app settings as per your organization's policies and click Save.
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Connection Strength Indicator Option In Teolbar »

ancrton
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HTMLS: Citrix Workagpace Ap reryon 2503 o Later
macOS Citrin Workupace App version 7408 or later

Settings marked as Not configured use the app's default behavior. Configure a setting

only when you need to override the default value.

5. Click Publish Drafts to save and publish your settings.
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The user interface also provides the following options for a simplified user experience.

View a summary of configured settings

You can view a summary of the current configuration by clicking Configured settings tab. It
eliminates the need to expand and review each setting separately. A consolidated list of all the
configured settings allows you to perform a comprehensive review of the current configuration and
gauge the user impact. As an alternative, you can also click the View configured settings icon as

shown in the following screenshot.

Store experience
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1
(1]

-
I T T S — N
P oom Allusers ~. Production O |
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Perform a final review of your unsaved changes before publishing the configuration. The number of
unsaved settings is displayed on the Ul and you can access this list by clicking the Review

unsaved setting(s) option. It enables you to make informed changes and maintain data accuracy.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 39



Client app management

oI U m— fo

prosia -

o mg o All usars Proguction ~ O 0@ .-
Lisked s et

All settings (4121 Configured settings (22)

Q) seareh semegs Filberby:  Show all o[-
Cotnses & | Hame & Cuacrpson g iy
i Start mens ahen shem sil apgri weth thes category Toider name fra
All categors Ao cannperien oo, g ey n Il_
Updates and plug-ine Automatic update timedrame  Rucommended “Specty the time of day Sor users 10 receiv notifications sbout a. L o
. e
HDX and mltimadia
Citrim Enpoent Arstyta plug i ) Rwcommanded Irvial ihe Citrin Endposn Analysis plug-in and suiomatcally upd L a
Arcoisating *
Security snd suthentication Citrin Workspace sppverin  Recemsended Specity the Civix Workspace spp verenrequred for e [ B8
Secufity prateranced Lonrcbon Senmgth indkc stor Dption in Tooibar o 5 Indhe star option i the Ctria Workag. e B L
(R '
Al
Authenteation Dokl ihortouts  Recommended "ahen secablec, allcer usars 15 add deskio shoricuts to thee nca -]
App protection »
& - . Deaiing shortuts holdier Cansolidate all deskiop shericutsintn a specified folder accessi . EF
Mobile experience Hide sdvanced preferences "Whon enabled, hide sdanced preterences on th client ape. -}
g
Convacthty Hicke Citrin Cantiont Whar mabled, bace ©38r Eaating 34 37 cption i Adanced Bref (O |
e . e
!
. O Vidde concection canter "When srabled, hicke the ranrectien enber opton n sdvanced pr =,
Toolbar Hide data collecran, fhen prsblend, hocke he data coliecten spton n sivanced reter. L]
.
Taskbar Hidda deléte pakiweord Wttt it Fucha: Thei deébite Piriiower d B0 ot i i el [ |
Apgearanie . .
Log s# user o sevnion drconesct At poablend, wiers sne aulomaticaly ked off-of Citrix Wark,
Bidirectional conant redirection =
App erperaecs Retreah Siart Mers "Ahen seabled, the Siart menu U1 is refreshed by reviarting the 5. L]
.
Dath coliection snd MORIINE Guna uage duts e baibland, alle b Citvis Cusilomae Exparibncs bngroveme_ B8
J
Apo proferences
Shortuti Kkaer i) SAaT b Consclidate all shortcuts ints o iingle holded That can be aéteiie - ]
Stare exparience .
Lacsl ses
Desiing shortcuts
A rouh;:-:;;d;f;:.:..;:-dmmMnD-uxlmrmmmudeammmb-ddycMnm - — m'm) Dlecard )
Review unsaved settings b4

e g orfapar e e Splieng 4 s g
P SHTAEL [+
Corin Workngace sp@ wvmos | e

e, S g v Il St Dt b
[ras———y

Tooibar
ot rer
Tt S argt eduatsr Dptas in
- Wowllar + WTMLS
ot g Ersbirs

Cornartan Yrengt indsater Dgtan in
Tisblldd ot

ER——

Enhanced search option

The search experience has been enhanced to provide a robust and seamless experience. Admins
can now sign in to the cloud portal and locate the required settings on the Client app management

page with ease. They can use the following search methods.
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Search using setting description

You can locate settings by entering keywords found within the setting’s description. It allows for a

more flexible search approach, using relevant terms associated with the desired setting.

Search using API setting name

You can search for settings by entering the corresponding API setting name. This method allows
for a more precise and targeted search, enabling users to quickly find the specific setting they

require.

View applicable platforms for each setting

Each setting now dynamically displays only those platforms to which it's relevant and applicable.

This approach ensures that users are presented with a concise and tailored list of options.

Introduction to profiles

A profile allows administrators to deliver settings based on a collection of rules, based on user

groups, device posture scans, or network locations.
» User groups based on identity providers (IdP)

A user group is a collection of users managed by administrators, often defined in your
organization's identity provider (such as Active Directory). Grouping users allows you to apply
settings and policies to multiple users at once. For more information, see the section Configure

Authentication.

» Device posture service (DPS) policies

Device posture refers to the security and health status of a device. You need to configure
device posture rules and use the policy name as a tag in the config. This policy name is set in
the create device policy section. Both the compliance result and the device name can be

used as criteria. For more details, see the section Configure Device Posture.

» Network Location service (NLS) policies

A network location is a policy that determines user access based on their network connection,
such as being on an internal or public network. Network location tags are available in the drop-
down list when configuring a profile. If you haven't configured network locations yet, set them

up as described in Configure Network Location.
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Profile types

Admin-enforced rules determine which profile type applies to users. User profiles fall into one of

the following categories:
» Default (All users)
This profile types is the default experience for all users. Settings for default profile apply when:

o No configuration profile is created for a store URL.

o The user authenticating to a store does not meet the criteria set for any custom profile.
e Custom profile

If the user meets the criteria defined by admin in any of the profiles, the client receives settings
corresponding to that profile. Settings assigned to a profile are fetched after the user has

authenticated to the store.

Store URL configuration

A
( \

Default profile - All users Custom profile
(Overrides default profile)

4 Granular Targeting )

Applies to all users W 3,) @@
unless partofa "0;28' =

custom profile User | Device | Network
L\Grnup Posture Lucatiq!y

NOTE:

Some settings are exclusive to a default profile. If configured, any user who is part of a

custom profile inherits the values of such settings. For settings that are configurable via a

custom profile, admins need to publish them for the profile for it to be applied.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 42



Client app management

Profile limitations

NOTE:

* You can create up to 20 configuration profiles.

You can add up to 10 user groups in a configuration profile.

You can add up to 10 device posture tags

You can add up to 10 network location tags

Get started with profiles

To get started with this feature, administrators need to review the following support matrix:

Workspace
CITRIX MINIMUM USER GROUP DEVICE NETWORK
WORKSPACE SUPPORTED RULES POSTURE LOCATION
APP VERSION RULES RULES
PLATFORM
Windows 2405 Yes Yes Yes
macOS 2405.11 Yes Yes Yes
StoreFront

To learn about the prerequisites and how administrators can configure profiles for StoreFront

stores, check Setup profiles for StoreFront stores.

Create a profile
1. Sign in to your Citrix Cloud account and navigate to Client app management.
2. Under Stores section, click Create profile to create a configuration profile.

3. Enter the name, description, and priority of the profile in the Name, Description, and Priority

fields respectively. To learn more about priority, check Set Priority.

4. In the Rules section, you can search for and add User Groups, Device Posture tags, and

Network Location tags.
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These entities are combined with a logical AND condition, meaning a user must match all
selected criteria to be part of the profile. You can create a profile with a single criteria (for
example, only a device posture tag) or a combination of them as required. You can add the

desired entities by clicking them from the search list.

Create configuration profile w0

Corfiracions

Dsctiptan

I pasrd

Prinwity * @

Faley

Add ong o mulUple conditions 16 apn publabed setbngs

A User groaps ET
Al usar proupg )
| Device posture check 7] E

Matches anyaf

11 Motwork bacatiorn & 'Ef

Matc s any al sird & peterh isaten Lug e

)

5. To configure user groups, click Add option next to User groups. In the Add user/group

workflow, Select an identity provider and a domain name. In the Name search field, enter a

keyword and search the user groups that you want to add into this profile. Click Save.
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Add user/group X

Balact an identity privider Bt o domain

A trwn Dareciony v

Hame search
[ [ Fird pew _,J‘I
Group came | Demain
B. e A Ok s A0 ol
Showing 11 Herm
User groupa [l
Greup Drpley Mare O Typ Camsn Fereak

L B ] RERhye: D o STy Cmamitad £ o Emamiaa £ 6% B

«

6. When configuring device posture, the tag must exactly match the policy name created in the
device posture section and must be entered as is. If you are adding only the result (for
example, COMPLIANT , NON-COMPLIANT , DENY ), make sure to enter these tags in

uppercase.

There are three match types used to evaluate device posture when selecting a configuration
profile:

e MATCHES_ALL: Device must meet all specified posture requirements.

e MATCHES_ANY: Device must meet at least one specified posture requirement.

< DOES_NOT_MATCH: Device must not meet any of the specified posture requirements.
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Edit configuration profile hod
Ml *

Conéractors
Doscripbicn

3P uases

Fulen

Add one of multiple conditions 19 assign published settings

2 Usor groups 7]
i ot Cmwge welestion
Sehems Admi =
AMND
Davice posture check 7] ‘El

Matches sy of I unmanage x

I Metwork locations @ + Add

7. When configuring network locations, select the existing tags from the drop-down menu.

8. Click Save.

Edit priority

When a user is associated with more than one profile, the system reviews all available profiles
against the user's group, device status, and network context. The profile that most closely aligns

and has the highest precedence is chosen. The lower the value, the higher the priority.
To modify a priority for an existing profile:

1. Select a store URL and click Edit priority
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Profiles D hn
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2. Edit the number in the Priority field. Click Save.

Profiles @ noipa % EOMm
By Enterprise Adming S0 w1 020 @8 &0
Py : . .
Pty | Docters =0 =1 @0 23 &0
Deetst appome: seingl -t dpr 8 4 ZRedEdd T
Priadiy Coantractons 0 =190 B0 &0
3 wen
[

All uters 2E &2

NOTE:

We recommend leaving sufficient gaps between the priority of configuration profiles, such as
1000, 2000, 3000, and so. This makes it easier to insert new priority values later during the

creation of other configuration profiles without needing to edit the existing values.

Delete a profile

To delete a configuration profile, you must reset all configured settings within the configuration

profile. The detailed steps are as follows:

=

Navigate to Client app management > Stores.

2. Select the relevant stores under the Workspace or Storefront tab.

w

. Click the three dots next to the profile that has to be reset for a store URL.

IN

. Select the relevant app name to go to the settings for that store and profile combination.
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5. Go to the three dots as shown after this and click Reset all. Provide a confirmation in the

follow-up dialog. This deletes all the settings for that profile.

B ciee sor munspomest 5 Citrin Workupaie 500
httpaaif Ty Contracions

Hesab all
Al sattings (100} Configured settings [3)

6. Now go to Stores and select the same profile. Click Delete.

Profiles @ hripa
— . @6 &0
Ny Enterprise Adming 1] a0 26
1000 ASTIF BT W and wditued Ao 8 A4 ]
Feiwity  Doctors 70 &1 @0 @3 %0
Fanio] o Bl LA R st mine Apw 15 4 s P
Fricairy Contractars D&l @a @0 &0
Fo00 P a1 [ECRS TP & Ml Adn L
Defasit @ Civin Workspace spp
ALl users
-l s Citrin Enberpeine Rrowser
Edst
Dale2n

This removes the profile completely for the store URL.

Setup profiles for StoreFront stores

Prerequisites

To create profiles for a StoreFront store, the administrators need to meet the following

prerequisites:

Verify Citrix Workspace app version

« StoreFront server requirement

Configure Cloud Connector or Connector Appliance for Active Directory Management

 Configure registration tool
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Verify Citrix Workspace app version

CITRIX MINIMUM USER GROUP DEVICE NETWORK
WORKSPACE SUPPORTED RULES POSTURE LOCATION
APP VERSION RULES RULES
PLATFORM
Windows 2405 Yes No No
macOS 2405.11 Yes No No

StoreFront server requirement

The minimum required version of the StoreFront server is 2203.0.3000.14.

Configure a cloud connector or connector appliance for active directory
management

The Citrix Cloud Connector™ and Connector Appliance are Citrix components that serve as a
channel for communication between Citrix Cloud and your resource locations. It enables the use of
Active Directory forests and domains within resource locations, thereby allowing administrators to

access the AD group information for managing configuration profiles.
» To learn more about Citrix Cloud Connector, see Citrix Cloud Connector in the Citrix Cloud
product documentation.

 To learn more about Connector Appliance, see Connector Appliance for Cloud Services in the

Citrix Cloud product documentation.

Configure registration tool

Administrators need to download and run a registration tool on the StoreFront server. The
registration tool installs a certificate that establishes trust between the StoreFront server and Client
app management. As a result, information about the user's AD group can be found and that allows

configuration of profiles.
The process involves the following steps:

1. Generate a registration tool.
2. Download and run the registration tool.

3. Validate the registration tool.
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Generate a registration tool
The registration tool is an executable file that needs to be run on the StoreFront server hosted
within the organization. This registers GACS as a trusted service to access AD group information.

To generate the registration tool, do the following:

1. Navigate to Client app management > Stores.
2. Select your StoreFront URL, and click Create profile.

3. On the Manage configuration profiles screen, click Generate to generate the registration

tool.

Manage configuration profiles

StoreFront LHL

Set up user set management for thes Storefront URL by downloading and runreng & regeatratson tool. The
registration tool sllows App Confguration to be trusted o talk to your StoreFront werver,

@.I Generate registration tool

It vy takg several manytes to complete the process of generating thes tool. The npped bundle
willl include & axe file and & README fde.

(2) Download

Dioweridoad @nd ren tha registration ool 1o mastall 8 certifscate on your StoreFront server. This
certificate will allcrw the Server 10 Trud] ADD Confinar Ston Tor wier 2ol Managemeend.

| Oownlosd _

(3)  walidate registration tool

Follow the registratson ool stepd, and then patte the acknowledgment taxl fo test if the
CHILNC e (g tIatgA wal sulCiiatul

4‘-

[ ]

Click on the icon or drag and drop to upload an application/octet-stream
file hare.
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Download and run the registration tool

Download the registration tool

When the registration tool is generated, the Download option becomes enabled, allowing the
administrator to download the tool. When the administrator clicks the Download option, the

registration tool is downloaded in an executable format.

/) Generate registration tool

It may take several minutes to complete the process of generating this tool. The zipped bundle
will include a .exe file and a README file.

(@ Download

Dewnload and run the registration tool to install a certificate on your StoreFront server. This
certificate will allow the server to trust App Configuration for user set management.

Download

The registration tool is downloaded as a .zip file bundled with a README file. The

README file provides detailed instructions to download and run the registration tool.

Run the executable file

Once the registration tool is downloaded, the administrator can then run the registration tool to
install a certificate on the StoreFront server hosted within the organization. This certificate allows

the server to trust GACS for the configuration Profile Management.

When you run the registration tool, you can decide whether to run the tool on a single store or all
stores of the StoreFront server. Once you run the tool, it modifies the web.config file of the

StoreFront store's authentication service, which registers GACS as a trusted service.
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The IIS restarts when the web.config file is modified due to the successful execution of the

registration tool.

Validate registration tool

Following the successful execution of the registration tool, a .zip file is downloaded containing
an acknowledgment file and a text file. The text file provides the following information extracted

from the StoreFront server:

¢ Public Certificate: The public certificate enables Client app management to process incoming
secondary tokens issued by the StoreFront server to provide authenticated, profile-based

settings to the client endpoint devices running Citrix applications.

e Configuration Values: Various configuration values related to the store are extracted to
maintain consistency and ensure that the store operates correctly after any changes or

recovery steps.

@ Validate registration tool

Follow the registration tool steps, and then paste the acknowledgment text to test if the
certificate registration was successful.

Click on the icon or drag and drop to upload an application/octet-stream
file here.

FEEssssssssssEssEEEEEREREEE Ry

) J A\ Please upload file to enable validate button

The administrator has to validate whether the certificate registration is successful by following

these steps:
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1. Upload the acknowledgment file.

2. Click Validate.

Once the validation of certificate registration is successful, the Registration validated

message appears.
3. Click the Close button.

4. Click Create Profile and the Edit configuration profile screen appears.

Manage settings for hybrid launch

Citrix Workspace app enables its management through Client app management for hybrid launch

scenarios.

In a hybrid launch scenario, a user accesses their Citrix resources through a web browser. Upon
selecting an app or desktop within the browser interface, the Citrix StoreFront™ server generates
an ICA file containing specific instructions for launching that resource. The native Citrix Workspace

app reads the ICA file's contents and initiates the connection to the remote application or desktop.

With support for hybrid launch, Client app management now allows you to provide a consistent
experience for your users, regardless of whether they access the store through the native app or a

browser.
Client app management for hybrid launch supports two modes:

 Citrix Workspace launcher - Citrix Workspace launcher is a component of Citrix Workspace
app that allows a store website to detect Citrix Workspace app and launch virtual apps and

desktops without requiring an ./CA file download.

 Citrix web extension - Citrix web extension establishes a secure and reliable connection
between Citrix Workspace™ web client and locally installed Citrix Workspace app. It
streamlines the opening of apps and desktops from the web client to the native app, which
uses HDX™ protocol. When you access the web client and open any apps or desktops after
installing this extension on your browser, the extension opens the app or desktop from your

native Citrix Workspace app.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 53



Client app management

Supported versions of Citrix Workspace app and StoreFront

Hybrid Launch with Citrix Workspace launcher

CITRIX WORKSPACE APP PLATFORM

Windows

macOS

StoreFront

MINIMUM SUPPORTED VERSION

2503

2503

2503

Hybrid Launch with Citrix web extension

CITRIX WORKSPACE APP PLATFORM

Windows

macOS

StoreFront

MINIMUM SUPPORTED VERSION

25111

25111

2511

Verify the Citrix Workspace app behavior

This section describes Citrix Workspace app behavior in various use cases for hybrid mode.

SCENARIO

A user accesses a store via a web browser and
launches a session using client redirection.

A user adds a store in the app and then
accesses the same store via a web browser.

A user opens a session from Store 1 and then
opens another session from Store 2 via a web
browser.

A user opens a session and Client app
management settings are changed during the
active session.

BEHAVIOR

The in-session settings apply only from the
subsequent launch, while the remaining
settings become available for use.

Settings are retrieved and applied through the
natively added store.

The session launched from the most recently

accessed store applies its settings.

Client app management settings are applied
during the next session launch.
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NOTE:

Once a session launch is completed, Client app management settings are fetched after the 6-

hour time window. If the settings are needed earlier, the user must go to Reset Workspace

and launch the session again.

Cloud store support

Citrix Workspace launcher - To get started, administrators need to enable in-memory hybrid
launches. This means that you have to disable ICA file download to manage Citrix Workspace app
in the case of a hybrid launch. To disable ICA file downloads for Workspace, see Workspace

PowerShell documentation.

Citrix web extension - No additional steps needed.

On-premises support

To get started with this feature, the administrators need to meet the following prerequisites:

 Allow list of Client app management endpoint
» Configure registration tool
* Enable in-memory hybrid launches (In case of Citrix Workspace launcher)

» Check Hybrid Launch supported version for Citrix Workspace app and StoreFront.

Allow list of client app management endpoint

For more information, see Prerequisites.

Configure registration tool

For more information, see the Configure registration tool.

Enable in-memory hybrid launches
To enable in-memory hybrid launches, do the following steps:
1. To allow hybrid launches using Citrix Workspace launcher, select the Prompt end users to

download Citrix Workspace app (prior to StoreFront 2503, this setting is available as Allow

users to download HDX™ engine (plug-in)) checkbox.
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Edit store website - /Citrix/StoreWeb

StoreFront Workspace app deployment settings

For the best user experience, you can require that users access their store through Citrix

Ul experience Citrix Workspace app.

Deploy Citrix Workspace —

app > [ | Require end users to use locally installed Citrix Workspace app only.

Ao Users will be unable to open the store in their web browser and will be prompted to
PP install Citrix Workspace app.

Authentication methods Prompt end users to download Citrix Workspace app @

Launch preferences Upgrade Citrix Workspace app at log in @

Store timeouts Source for Citrix Workspace app installers

Workspace app, or you can allow users to access their store from a browser but launch apps in

Session reconnect Windows source: [ Citrix website

S etti o ”
ser i ace settings Mac source: [C|tr|xwebslte

Pinned links
Custom announcemenits
Dialog after log in

Advanced settings

B [ concel | [ Aoy

2. Under Advanced Settings, select the Enable Citrix Workspace Launcher (prior to

StoreFront 2503, this setting is available as Enable protocol handler) checkbox.
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Edit store website - /Citrix/StoreWeb

StoreFront Advanced settings
Configure advanced settings with caution.
Ul parience Enable Categories view v
Deploy Citrix Workspace Enable Citrix Workspace Launcher v
app Enable Fiddler tracing
Appearance Enable loopback communication | On x|
Authentication methods Enabile strict transport security
ICA file cache expiry 90
Launch preferences .
lcon resclution | 128 =l
Store timeouts Loopback port when using HTTP 80
Ry Prompt for untrusted shortcuts v
Prompt to install Citrix Workspace app after logon -
3 e Baten Rl ont ey Protocol handler skip double-hop check _
Pinned links Resource details I[_Dei‘auh v
T . Strict transport security policy duration 90.00:00:00
Dialog after log in
T

“ Cancel Apply

Clone settings across stores, channels, and configuration profiles

Clone settings refer to the ability to duplicate settings, which are already configured for an
application through Client app management. Instead of going through the entire configuration
process again, administrators can simply clone the existing settings to save time and effort. This

feature streamlines the workflow, improves productivity, and maintains consistency.
Client app management allows cloning of settings in the following scenarios:

« Between channels: Clone the configured settings from one channel to the other.

» Between profiles: Clone the configured settings between configuration profiles created within

the store.

* From store to a profile: Clone the configured settings in default profile (all users) to a

configuration profile.

» Between stores: Clone the configured settings from the current store to another store.
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NOTES:

» Cloned settings overwrite the existing settings at the destination.

e Settings that are exclusive to a default profile can't be cloned to the configuration profile

with "From store to a profile" clone option.

» Cloning between stores is possible only with stores of the same type. Both the source and

destination stores must be either Workspace stores or StoreFront™ stores.

To use this feature, you need to:

1. Navigate to Client app management > Stores.

2. From the list of configured store URLSs, select the store for which you want to map settings and
then click Configure.

3. Select the desired store from the given store list, and click the Clone Settings option.

B cuentappmanagement » Citrix Workspace app

URL Profile Channel @
s hitpsy/ AT com s Enterprise Admins r or I @ e

Linked to testworkspace.gacs.stfcloud.net

All settings (100)  Configured settings (7)

[ Q Search settings Filter by: Show all ~ Platform

4. Select a cloning type from the Clone Settings window and click Next.

5. Select Cloning to and from information by selecting the appropriate details from the drop-

down list.

See the following sections for more information about steps 4 and 5.

Clone settings between channels

You can clone the settings between Production and Test Channel in Storewide.
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Clone Settings
Workspace URL

@ Cloning type

@ Cloning to and from

@ Summary

Clone Settings
Workspace URL

0 Cloning type

Cloning type

Select a cloning type

@ Betweenchannels
Clone configured settings from one channel to the other.

(O Between configuration profiles
Clone configured settings between configuration profiles created in this store.

(O From store to a configuration profile
Clone configured settings in storewide to a configuration profile. Certain
storewide-only settings won't be applicable.

(O Between stores

Clone configured settings from current store to another store.

Select clone to / from:

@ Cloning to and from

@ Summary

Channel to clone from:

Test Channel v
)b switch
Channel to clone to:
Production v
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Clone Settings ) 4
Workspace URL

0 Cloning type Summary
9 Cl{)nlng to and from Cloning type Between channels
@ From Test Channel
Summary
To Production

Setting(s) to be cloned 1

Clone settings between configuration profiles

You can clone the settings between two configuration profiles.

Clone Settings )¢
Workspace URL

@ Cloning type Cloning type

Select a cloning type

@ Cloning to and from
(O Between channels

@ Summary Clone configured settings from one channel to the other.

@ Between configuration profiles

Clone configured settings between configuration profiles created in this store.

(O From store to a configuration profile
Clone configured settings in storewide to a configuration profile. Certain
storewide-only settings won't be applicable.

(O Between stores
Clone configured settings from current store to another store.
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Clone Settings
Workspace URL

0 Cloning type

Select clone to / from:

@ Cloning to and from

@ Summary

Clone Settings
Workspace URL

0 Cloning type

Q Cloning to and from

@ Summary

Configuration profile to clone from:

Test w
JF Switch
Configuration profile to clone to:
Testing MFE v ‘
Summary

Cloning type

From

To

Setting(s) to be cloned

Between configuration profiles
Test

Testing MFE

1

Clone settings from store to configuration profiles

You can clone the settings from a store to a configuration profile.
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Clone Settings
Workspace URL

@ Cloning to and from

@ Summary

@ Cloning type Cloning type

Select a cloning type

Between channels
Clone configured settings from one channel to the other.

Between configuration profiles
Clone configured settings between configuration profiles created in this store.

From store to a configuration profile

Clone configured settings in storewide to a configuration profile. Certain
storewide-only settings won't be applicable.

O
Clone Settings
Workspace URL
0 Cloning type Sel
Stor

@ Cloning to and from

Between stores

Clone configured settings from current store to another store.

ect clone to / from:

e to clone from:

- -

Configuration profile to clone to:

@ Summary

Testing Cloning 2 ~
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Clone Settings
Workspace URL

0 Cloning type Summary

& cloning to and from Cloning type

@ Summary From

To
Setting(s) to be cloned

Settings not applicable
for cloning

Clone settings between stores

You can clone the settings between stores.

Clone Settings
Workspace URL

@ Cloning type Cloning type

Select a cloning type
@ Cloning to and from 8P

(O Between channels

From store to a configuration profile

Testing Cloning 2
2

Auto update
architecture

@ Summary Clone configured settings from one channel to the other.

(O Between configuration profiles
Clone configured settings between configuration profiles created in this store.

(O From store to a configuration profile

Clone configured settings in storewide to a configuration profile. Certain
storewide-only settings won't be applicable.

Between stores

Clone configured settings from current store to another store.
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Clone Settings )¢
Workspace URL https://

@& cloning type Select clone to / from:
Store to clone from:
@ Cloning to and from https:// ——_
Workspace store to clone to:
@ Summary -
https:/ v ‘
Clone Settings X
Workspace URL https://
9 Cloning type Summary
0 Cloning to and from Cloning type Between Workspace Stores
@ Summary From — .
To - .

Setting(s) tobecloned 3

After selecting the cloning options:

1. Click Next.

2. Verify the configured clone settings on the Summary page, and click Clone.

A Clone settings to hitps:// - -

Cloning will overwrite the existing settings. This action cannot be undone.

You can see a notification following the successful cloning.
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o 3 setting(s) have been cloned from pd
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Client app considerations

Administrators use the Client app management to publish settings associated with their StoreFront
or Workspace or Gateway URLs. Supported Citrix clients are built to interact with this service. This
section outlines the key considerations and best practices to allow Citrix client apps to work with

Client app management.

Discovery of a newly managed store

If an administrator has published settings for a Store URL for the first time, the client apps

accessing that store needs to discover it has to pull settings from Client app management.
The discovery happens on the following basis:

* New store addition: If a user is adding a store to the client for the first time, discovery is

immediate

» Already added store: For an already added store, the client has a 24-hour cadence to check if

the store has settings configured via Client app management.

If an immediate discovery is needed for a store, click the Accounts icon within Citrix Workspace

app and then click Refresh.

For a discovered store, the cadence for setting pull is shared as follows.

Frequency of fetching updated settings

For an already configured store, Citrix client apps pull settings on the following basis:

1. New store addition: Occurs when the store is added.

2. Already added store: The settings are fetched as per the following cadence:

PLATFORM MAXIMUM TIME REQUIRED TO UPDATE
SETTINGS

Citrix Workspace app for Windows ¢ 6 hours for 2503.1 and older versions
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PLATFORM MAXIMUM TIME REQUIRED TO UPDATE
SETTINGS

* 30 minutes for 2507 LTSR and newer

versions

Citrix Workspace app for macOS * 6 hours for 2505.10 and older versions

* 30 minutes for 2508 and newer versions

Citrix Workspace app for Linux 6 hours
Citrix Workspace app for ChromeOS 3 hours
Citrix Workspace app for HTML5 3 hours
Citrix Workspace app for iOS 6 hours
Citrix Workspace app for Android 6 hours

Order of precedence for application of settings

In addition to the Client app management, there are platform-specific Endpoint Management
solutions that can be used to configure end-user settings. In the event of a conflict between
settings configured through the Client app management and other platform tools, the settings are

applied in the following order.

PLATFORM STORE TYPE ORDER OF PRECEDENCE
Citrix Workspace app for StoreFront and Workspace Group Policy Object (GPO)/
Windows Device management

solution > Client app

management
Citrix Workspace app for StoreFront and Workspace Device management
macOS solution > Client app

management >
UserDefaults
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PLATFORM STORE TYPE ORDER OF PRECEDENCE
Citrix Workspace app for Workspace Device management
Linux solution > Client app
management

Citrix Workspace app for StoreFront Client app management >

HTML5 Configuration.js
Workspace Client app management

Citrix Workspace app for StoreFront Google Admin Policy >

ChromeQOS Client app management >

Configuration.js

Workspace Google Admin Policy >
Client app management

Citrix Workspace app for iOS StoreFront and Workspace Mobile Device Management
(MDM) > Client app
management

Citrix Workspace app for StoreFront and Workspace Mobile Device Management

Android (MDM) > Client app
management

Citrix Workspace app

Administrators can control Citrix Workspace app settings for users who access their store through

two primary methods:

1. Directly via Citrix Workspace app: Users with compatible Citrix Workspace app versions

access their workspace directly through the native application.

Supported versions for Citrix Workspace app

CITRIX WORKSPACE APP PLATFORM MINIMUM SUPPORTED VERSION
Windows Current Release - 2106, LTSR - 2203.1
macOS 2203.1
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CITRIX WORKSPACE APP PLATFORM MINIMUM SUPPORTED VERSION
Linux 2408
i0S 2104
HTML5 2111
ChromeOS 2203
Android 2104

2. Hybrid launch: Users access their Workspace URL through a web browser. Launching virtual
desktops and apps requires a compatible version of the Citrix Workspace app client to be

installed locally.

Support versions of Citrix Workspace app for hybrid launch:

PLATF WINDO MACOS CHROM HTML5 ANDRO 10S LINUX
ORM A EOS ID
Support Yes Yes No NA No No No
availabl
e
Version 2503 2503 NA NA NA NA NA
support

Managing Citrix Workspace app rollout
Start with the default behavior around auto update and then dive into options with Client app

management.

Use the Updates and Plugins category of Client app management to specify which Citrix

Workspace app version your end users must use for optimal results.
You can set up a rule to:

» Update the app to the latest CR (Current Release) or LTSR(Long Term Service Release)

version.

» Update the app to a specific CR (Current Release) or LTSR(Long Term Service Release)

version.
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 Trigger the auto update within a determined rollout period.

 Trigger the auto update within a specific time of the day.

This setting can be configured only for macOS and Windows OS.

Update the app to the latest CR or LTSR version

To manage the app version settings:

=

. Sign in to your Citrix Cloud console.

Expand the Citrix Workspace app Version setting.
Select Windows or macOS checkbox and then click Edit.

If you select the Update to latest version, you can choose between Current Release(CR) or

schedule. If the delivery period has crossed, the upgrade is carried out during the next auto

update cycle of the specific client.

Manage settings for Windows

Citrix Workapson apo worsior

Choose how you want to update
@ Update 1o Latest version
Aularmalically wpdate 1o the Lalait verissa wher A Becorma svadabile snd wia o dalaul! spdate schaduls

() Update to Specific Version
Mlaresslly updane 10 & sl faz versaon wiih granuler conirol oveer the wpdete scheduls

App version
Previous configured version: None
Latest update version : 25.8.0.71

Update type

Currant Ralasss (CR]

Update schedule
Start rollout on: October 17, 2025
Finish rollout by: October 31, 2025

o It the delivery period has passed and tha user has not updated 1o the selected varsion, the
automatic update will be carmisd out silently in the background without user intervention

@

Navigate to Client app management > Citrix Workspace > Updates and Plug-ins category.

Long Term Service Release(LTSR). The upgrade happens as per the Citrix-determined update
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6. Save your settings and publish them.

Update the app to a specific CR or LTSR version

1. Navigate to Client app management > Citrix Workspace > Updates and Plug-ins category

> Citrix Workspace app Version.
2. Select Windows or macOS checkbox and then click Edit.

3. Choose the following. If you select Update to Specific Version, you can choose between:

» Update type: Current Release(CR) or Long Term Service Release(LTSR).

» Version: Define the Citrix Workspace version that you want to allow for the automatic

update.

* Roll out start date: Define the start date at which you prefer to start the automatic update

of your Citrix Workspace app.

» Delivery period: Enter the number of days up to which the automatic update rolls out. The
automatic update process completes within the specified delivery period. The delivery

period is an increment of 5
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Manage settings for Windows

Citrix Workspace app version

(@) Update to Specific Version
Manually update 1o a specific version with granular control over the update schedule

App version
Previous configured version: Mone
Latest update version : 25.8.0.71

Update type
Current Release (CR) A
Version
2880 L
Update schedule

Finish rollout by: November 1, 2025

o If the delivery period has passed and the user has not updated to the selected version, the
automatic update will be carried out silently in the background without user intervention.

Roll out start date

Detober 17, 2025 i
Delivery period
15 days hd

4. Save the settings.

Once the delivery period expires, Citrix Workspace app automatically updates at the next
available opportunity.
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Triggers the auto update within a specific time of the day

Administrators can now schedule automatic updates for Citrix products at any preferred time on
their macOS devices. During this specified time, software updates automatically or users receive
notifications on available updates. The aim is to minimize disruption to end users during their

working hours, thereby providing an enhanced user experience.

Automatic update timeframe

Description
Specify the time of day for users to receive notifications about available updates.

Supported Versions
mac0S: Citrix Workspace App version 2411 or later
Windows: Citrix Workspace App version 2503.1 or later

Configurations

£ macOS Mot configured '
2 Windows Enabled '
Update between
0o : 0D - 02 : 00 @ usertimezone

Defer day count £

«

To enable this feature, do the following:

1. Navigate to Workspace Configuration > App Configuration in Citrix Cloud.
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2. Select the required store URL from the list.

3. Navigate to Configure > Updates and Plug-ins, and click Automatic update timeframe

setting.

4. Select the appropriate operating system, and click Edit to define the time window within which

automatic update occurs:

« Update between: In this field, add the start time and end time between which you prefer to

run the automatic update.

The difference between start and end time must be at least 1 hour and must be on the

same day.

» Defer day count: In this field, mention the number of times users can postpone the
automatic update. When a user runs out of the allocated defer count, the automatic update

occurs during the time frame defined in the Update between fields.

Manage plug-ins for Citrix Workspace app

With Client app management, you have a centralized platform to install and update plug-ins across

managed and personal devices. Either Citrix or its partners must build these plug-ins.

Plug-in installation or upgrade is supported on the following Citrix Workspace app versions:

» Citrix Workspace app for Windows 2212 (Current Release) or later
e Citrix Workspace app for Windows 2402 (LTSR)

 Citrix Workspace app for macOS 2409 or later

If your store is configured through Client app management and end users have already added that
store to their Citrix Workspace app, any change in the plug-in setting is reflected as per the
duration specified here. This means that after you publish your changes, it might take a few hours

for the settings to be updated on the client side, depending on the platform.
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After the configuration has been fetched on the Citrix Workspace app, the Citrix Auto-Update

service installs the plug-in as per your Automatic Update Timeframe settings or within 24 hours,

whichever is sooner.

NOTE:

End users can manually update to the latest version of the plug-ins using the Check for
updates option in their system tray. This overrides any delay group settings. However, this
option also updates the Citrix Workspace app, either to the latest version or to the version

specified by the admins.

\

Supported plug-ins can be found under the Updates and plug-ins section of Citrix Workspace app
on the Client app management. The supported plug-ins include:

» Endpoint Analysis

* Citrix Secure Access

e Webex VDI plug-in Installer Engine

Zoom VDI plug-in Management

e Microsoft Teams VDI plug-in

ControlUp RemoteDX plug-in Management

Citrix endpoint analysis plug-in

This setting helps you install and update the Citrix Endpoint Analysis plug-in to the latest version

for your end users.

The Citrix Endpoint Analysis plug-in enables you to run device-posture checks on end-user
devices. Citrix Device Posture service is a cloud-based solution that helps admins to enforce
certain requirements that the end devices must meet to gain access to Citrix DaaS (virtual apps

and desktops) or Citrix Secure Private Access resources (SaaS, Web apps, TCP, and UDP apps).

You can configure your plug-in settings as described in the Deployment mode settings section.

This plug-in is available only on Windows and macOS platforms.

For more information, see Manage Citrix Endpoint Analysis client for Device Posture service.
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Citrix secure access agent
End users can easily access all their sanctioned private apps by installing the Citrix Secure Access

agent on their client devices.

With the additional support of client-server apps within Citrix Secure Private Access, you can now
eliminate the dependency on a traditional VPN solution to provide access to all private apps for

remote users.

You can configure your plug-in settings as described in the Deployment mode settings section.

Webex VDI plug-in installer engine

The Webex App VDI solution optimizes the audio and video for calls and meetings. With Client app
management, you can manage the Webex VDI Plug-in Installer Engine. The Webex VDI Plug-in
Installer Engine, in turn, installs and manages the Webex plug-in installed on the end-user's

device.

NOTES:

* This plug-in is available only on the Windows platform.

» The Webex VDI plug-in installer engine is installed during the regular auto update of the

Citrix Workspace app or when you check for updates manually.

\ J

Important: Citrix only manages the installation and update of the Webex VDI Plug-in manager. The

Webex plug-in that is installed on the end-user's device is managed by Webex itself.

Configure plug-in settings

Before proceeding, you must ensure that you've completed the steps listed in the following
Prerequisites section. You can then configure your plug-in settings as described in the Deployment

mode section.

Prerequisites

The following steps must be followed for configuring the Virtual Channel:
1. Either disable or configure the Virtual Channel List policy on the Broker to allow Webex to use
the VC as documented here.

2. Enable Auto upgrade for the VDI plug-in on the Virtual Desktop where the Webex App for VDI

is installed using the following registry key
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HKEY_LOCAL_MACHINE\SOFTWARE\Cisco Spark Native, set
AutoUpgradeVDIPluginEnabled=1

You can now sign in to your Citrix Cloud account and configure your plug-in settings as described

in the Deployment mode settings section.

Webex VDI plug-in compatibility with Webex app

After the configuration is done, a refresh option appears in the menu on the Webex app running in
the VDI. Click the refresh option, the Webex app closes, and the Webex VDI plug-in is installed on

the user's endpoint.

The Webex VDI plug-in does not appear in the list of programs on Windows even after installation.
To check if the plug-in is installed, you can run a Health Check on the Webex app running in the
VDI. Check the VDI section to verify if the plug-in is installed. You can also verify if the plug-in

version is compatible with the Webex app version.

The Webex VDI Plug-in Installer Engine automatically installs the latest Webex plug-in version,
which is compatible with the end user's Webex app. For more information on compatible versions,

refer to Webex Version support.

If the versions don't match, check if you've disabled the Compatibility check on the VDI using the
following steps:
1. Goto HKEY_LOCAL_MACHINE\Software\Cisco Spark Native\ .
2. Create a DWORD (32-hit) registry key named VDIDisableCompatibilityVersionCheck and
give it one of these values:
* 0— enables the version compatibility check (default)

e 1— disables the version compatibility check

Zoom VDI plug-in management

With GACS, you can manage the Zoom VDI Plug-in manager. The Zoom VDI Plug-in manager, in

turn, installs and manages the Zoom plug-in installed on the end-user's device.

IMPORTANT

Citrix only manages the installation and update of the Zoom VDI Plug-in manager. The Zoom

plug-in that is installed on the end-user's device is managed by Zoom itself.
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Configure plug-in settings

Before proceeding, you must ensure that you've completed the steps listed in the following
Prerequisites section. You can then configure your plug-in settings as described in the Deployment

mode settings section.

Prerequisites

The following steps must be followed for configuring the Virtual Channel:

1. Either disable or configure the Virtual Channel List policy on the Broker to allow Zoom to use

the Virtual Channel as documented here.

2. Enable the virtual desktop for Zoom VDI plug-in Management with registry key as documented

here.
You can configure your plug-in settings as described in the Deployment mode settings section.

Once the configurations are done, open the Zoom app and keep it running on the VDI. The user

must see a pop-up (prompt) after sometime (once the Zoom VDI plug-in installer is downloaded on
the user's endpoint) letting them know that the session disconnects to install the VDI plug-in on the
endpoint. Upon clicking OK, Zoom might close the Citrix Session and proceed to install the plug-in

on the user's endpoint.

Microsoft Teams VDI plug-in management

The Microsoft Teams VDI Plug-in Manager optimizes the audio and video for calls and meetings.
With the Global App Configuration service, you can manage the installation of Microsoft Teams
Plug-in Manager. This Plug-in Manager, in turn, installs and manages the Microsoft Teams

Optimization plug-in (VDI 2.0 or SlimCore engine) on the end-user's device.

Configure plug-in settings

Before proceeding, you must ensure that you've completed the steps listed in the following

Prerequisites section.

Prerequisites

Administrators are required to configure a new registry setting in the VDA to enable the new
Microsoft Teams to access the Citrix virtual channel. For more information, see the Note given in
Optimization for Microsoft Teams. This registry setting is not required if you're using Citrix Virtual
Apps and Desktops 2402 LTSR and above (or) 2203 LTSR CU5 and above.

You can now sign in to your Citrix Cloud account and configure your plug-in settings as described

in the Deployment mode settings section.
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For more information, see New VDI solution for Microsoft Teams.

* Reconnect the session after the successful installation of the plug-in on the end-user
device. After that, the Microsoft Teams VDI app must be restarted twice to enter VDI 2.0

mode.

 This plug-in is available only on the Windows platform, and it is applicable starting with

Citrix Workspace app for Windows version 2405.

 This plug-in is only applicable to New Microsoft Teams (Microsoft Teams 2.x) and not

Classic Microsoft Teams.

ControlUp's remoteDX plug-in management

ControlUp's RemoteDX is a monitoring and troubleshooting solution designed to improve the end-
user experience for remote workers. The key features include Endpoint Monitoring, Network
Insights, Session Visibility, and Proactive Alerts. With the Global App Configuration service, you

can manage the ControlUp's RemoteDX Plug-in manager.

IMPORTANT

Citrix only manages the installation and update of the RemoteDX Plug-in manager. ControlUp
directly manages the RemoteDx plug-in installed on the end-user's device. ControlUp also

manages any telemetry data collection by the RemoteDX plug-in from an end-user's device.

Deployment mode settings

Sign in to your Citrix Cloud account and navigate to Workspace Configuration > App
Configuration. From the list of configured URLS, select the one for which you want to map
settings, and click Configure. Under the Updates and Plug-ins section, navigate to the desired
plug-in and click the expanded icon to view the applicable platforms. Select the platform that you

want to configure the settings for and click Edit.

* Install and update: Installs the latest version of the plug-in on the end-user's device. It

automatically updates the plug-in to the latest version.
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* Install only: Installs the latest version of the plug-in on the end-user's device. It does not auto-

update.

Manage settings for Windows

Citrix Secure Access client

[ Usedefault settings

Automatically update 1o lstest in version st the baginning of delivery period
Latest varsion: 25.5.1.15

Update type

Current Releass (CH)

Deployment mode
@ Install and update

Plugin can be freshly installed and updated with thi naw version.
(O Install only

Only install should be allowed, ne further update should happan,

Citrix Secure Access

You can sign in to your Citrix Cloud account and access Client app management from the main

menu. For more information, see Workspace - Client app management.

Configure settings for cloud stores

You can update and manage the Citrix Secure Access client configurations for end users of the

Secure Private Access service using the Client app management.

Prerequisites

» Admins must create the following registry entry in the Citrix Secure Access client:

o

REG_PATH: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\Secure Access Client

o

REG_TYPE: DWORD

o

REG_NAME: EnableAdminConfigFetch

o

REG_VALUE: 1
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* Verify that you have access to a Citrix Cloud account. If not, you can create an account from

<https://onboarding.cloud.com/> . For more information, see Sign-up for Citrix Cloud.

Configure Client app management for version control of the Citrix Secure Access
client

1. Signin to the Citrix Cloud portal and navigate to Client app management > Citrix Secure
Access.

2. From the list of configured store URLS, select the store for which you want to configure
settings.

3. Navigate to All Settings > Citrix Secure Access version.

= citnix N

B Clientapp management > Citrix Secure Access

8 Stores

o
URL, Profile Channel

@ Citrix Workspace app &) 4 Allusers v production v @ LD & e
@ Citrix Enterprise Browser All settings (1) Configured settings (0)
() FimRrel T Q" scarch settings | Patom
€ Email discovery Collapse « | Name & Description Supported platforms
All Settings Citrix Secure Access version Specify the Citrix Secure Access client version required for th ~ E8

Collapse ¢

4. In the Citrix Secure Access version screen, select Enabled from the drop-down menu next to
the required platform.

Citrix Secure Access version X

ssoription
Specily the Citrx Secure Access client version required for the end user's local device and
sutomatically pdate 1o the latest version

Configurations

 Windows Mot configured b -~

Erabisd

Hot confynared

5. In the Manage settings for Windows screen, enable the following options:

e Update channel:
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> Release: Select this option to control the client version of the production build.

o Beta: Select this option to control the client version of the preview build.

* Choose how you want to update:

o Update to latest version: Select this option to update the client version for all the end
users to the latest version. If you enable the Beta channel, only the latest version is

available.

- Update to Specific Version: Select this option to update the client version for all the
end users to a specific version. When enabled, select the desired client version from the

Version drop-down list, which displays the three latest client versions.

Manage settings for Windows

Citrix Secure Access version

Update channel
@ Release
Stable release channel with thoroughly tested versions
) Beta
Beta channel with early I version only)

Choose how you want to update

(O Update to latest version

pdate to the atest it be lable and use a defaul
@ Update to Specific Version
Manually update to.2 specific version with granular control aver the updte schedule

App version
Previous configured version: None
Latest update version: 25.11.1.12

Update type
Current Release (CR)

Version

2511112 ~

2511112

251111

2511110

6. Click Save draft > Yes > Save to save your settings.
7. Click Review unsaved setting(s) to review the unsaved settings.

8. Review the changes and click Publish Drafts > Publish to publish your settings.

The settings are updated immediately to the Citrix Secure Access clients.

Compatibility

The following Citrix Secure Access versions support this feature:
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* Windows: Version 25.11.1.12 or later
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Email based discovery

An email based discovery service allows end users to sign in automatically to the store on their
Citrix Workspace™ app using their email addresses. Thus, users don't need to enter their store
URLs.

Setup email based discovery for cloud stores

To enable email-based discovery for cloud stores, do the following steps:

1. Claim a domain

2. Create a domain to URL mapping

Claim a domain

To claim a domain:

1. Sign in to Citrix Cloud.
2. Navigate to Workspace configuration > Email Discovery.
3. Click Add Domain.

4. Enter the domain that you want to claim (For example, ace.example.com ).
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Add domain

Enter the domain you want to elaim

ace.example.com

Cancel

5. Click Add.

You can see that the domain is added on the Email Discovery page.

The domain claim status is shown as Not Started. You must verify the domain as shown in the

following steps:

6. Click the ellipsis menu (...), and then select Verify domain.

O  valid-domain.com A Failed Tue Feb 18 06:10:08 UTC
2025
D whatadomain.com Verified Thu Feb 13 05:48:15 UTC
2025
a ace.example.com & Mot Started
Verify domain
Delete

7. Copy the DNS token displayed on the screen, and click Start Check.
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Verify domain X

Before you claim your domain, we must verify that you own it. Follow the steps below to verify
and claim the domain.

1. Copy the DNS token that appears below, Click Copy to copy it.
2. Create a DNS TXT record in the zone file for your domain.
3. Paste the token you copied to the DNS TXT record.

4, Return here to start DNS check,

e Token expiring in 7 days

DNS Token:  wsDQPd7gk9Z4TOKbwE3N

Start Check

The status of your domain changes to Pending.

Once the verification is completed, the status of your domain changes from Pending to Verified.

You can claim a maximum of 10 domains. If you want to claim more than 10 domains, contact

Citrix Support and provide your Customer ID.

Create a domain to URL mapping

Once the domain is verified, you can map URLs as shown in the following steps:

1. Navigate to Workspace configuration > Email Discovery.

2. Go to the domain that you have added and click the mapped store URL.
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o

D Doman Domnain Claim Status Last Vesification Atiennpt Mapped Siore URL

integration.ga Verifeed Fri Jan 24 13:10:48 UTC 2025 III

3. Select the claimed URLs from the drop-down menu.

Map with store URLs

| Select from verified UHle

| Selecta URL b 1

Enter a URL manually

Mapped URLs 0 selected
O uwrL ¢
O https:/fawddcl-1usoj.bvt local:443/Citrix/Store W
O https://e2etestingdonotmodify.cloudburrito.com:443 |
4. Click Save.

Alternatively, you can map a URL manually using the Enter a URL manually option. For that:

1. Click the Enter a URL manually option.

Map with store URLs

Select from verified URLs

Select a URL

Enter a URL manually

Mapped URLs O selected |

O URL &
O  nttpsi/awddel-lusoj.bvt local:443/Citrix/Store o
O https://e2etestingdonotmodify.cloudburrito.com:443 w
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2. Enter the store URL that you want to map to this domain.

3. Click Add.

It is mandatory to include port number 443 in the store URL. For example, https://

example.cloud.com:443.

Setup email-based discovery for on-premises stores

To enable email-based discovery for on-premises stores, you need to perform the following steps:

1. Claim a domain

2. Create a domain to URL mapping

Claim a domain

To claim a domain:

1. Go to the AutoDiscovery service.

2. Navigate to Claims > Domains > Add Domain.

3. Enter the domain that you want to claim (for example, ace.example.com).

4. Click Confirm.

5. Copy the DNS token that appears on the screen to the clipboard.

6. To create a DNS TXT record, go to the service-provider portal and add the DNS token.

7. To start the verification process:

a. Navigate to Claims > Domains.
b. Go to the domain that you added and click the ellipsis menu.
c. Select Verify Domain.

d. Click Start DNS Check.

Once the verification is completed, the status of your domain changes from pending to verified.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 88


https://example.cloud.com:443
https://adsui.cloud.com/domain

Client app management

You can claim a maximum of 10 domains. If you want to claim more than 10 domains, contact

Citrix Support and provide your Customer ID and URL.

Create a domain to URL mapping

To create a domain to URL mapping:

1. Navigate to Claims > Domains.
2. Go to the domain that you added and click the ellipsis menu.
3. Click Add Another Server URL.

4. Enter the store URL that you want to map to this domain and save.

It is mandatory to include port number 443 in the store URL. For example, https://

storefront.example.com:443 .
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Client app management document history

The following table describes important changes to the Client app management documentation. To

receive notifications about these updates, subscribe to the RSS feed.

DATE CHANGE

04 Feb 2025 Support for hybrid launch
enabled via Citrix web
extension on Jan 29, 2026

26 Nov 2025 Release of Client app
management version on Nov
24,2025

24 Oct 2025 Initial release of Client app
management

DESCRIPTION

For more information, see
What's new

For more information, see
What's new

For more information, see
Overview
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